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Closing the Gaps in Drug
Chain of Custody
Limitations of the Drug Supply Chain Security Act for
pharma—and three strategies to fix them

P

harmaceutical companies selling prescription
drug products in the US
market are in the process of implementing programs to
uniquely label each drug package
sold using a serial number and
corresponding database. This
work, requiring tens of millions of
dollars and years of diligent project management, is being mandated in the US by the Drug Supply Chain Security Act (DSCSA).
The DSCSA is part of the Drug
Quality Safety Act signed into law
in 2013 and is intended to produce
end-to-end product traceability
throughout the entire distribution
supply chain. The original intent
behind the DSCSA is that by coordinating transaction records with
pharmaceutical distributors and
retailers, authorized supply chain
workers can “theoretically” follow a drug’s chain of custody to
help flag the source of fake or substandard drugs entering the chain.

Does the DSCSA really
supply security?
As we canvass the pharma industry
from manufacturers to wholesalers/distributors to pharmacies,
there is a growing debate over the
ultimate effectiveness of a fully
implemented drug security law.
These concerns are categorized in
three interrelated limitations.
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1.) The package alone bears the
security elements, not the drug
product itself. Fake or expired

drugs can be encased in a package
that is compromised but, nonethe-

less, resembles a genuine one. “The
only absolute truth is the proof of
product integrity regardless of the
package markings,” says Ron
Guido, an expert in the practices
of supply chain security known as
brand protection. Guido confronted these matters while at
Johnson & Johnson for many
years, most recently as vice president of global brand protection
and supply chain integrity.
“We have seen many examples
of serialized bar codes being reimaged from genuine packages and
applied to fake packages,” says
Guido. “In some instances, ‘fake’
authenticating features such as
rogue phone numbers, websites,
and holograms are added to packages to fool inspectors, traders, and
even patients.”
Unless the product within the
package can be authenticated,
there remains doubt as to whether
serializing packages alone can reliably detect fake or unauthorized
drug product in the normal course
of distribution.
2.) The law requires “tracing”
capabilities once a suspicious
trade or violation to the system
sur faces. The DSCSA was

designed primarily to retroactively
trace the chain of custody of fake
goods, permitting trading partners
ample time to investigate an incident. In the time it takes for this
inspection process to conclude,
dangerous drugs could enter the
legitimate supply chain and unsuspecting patients could be exposed
to the fake drugs, with often tragic

consequences. Alternately, under a
truly real-time tracking system, the
first indication that a falsified code
is introduced into the legitimate
supply chain will immediately alert
the system users so that not only
can the suspicious drugs be
removed at that point from further
trade and quarantined, but the
trading agent can also be detained
and investigated by the authorities.
There is a huge difference in
the level of supply chain integrity
between retroactively culling the
product from the supply chain
after it has made its way to points
of dispense or patient administration, versus identifying the bad
actors at the time and place their
goods are introduced into the supply network.
3.) The drug distribution system
in the US lacks interoperability
among trading “partners.” While

it’s unreasonable to require legislators to dictate the detailed business
processes that support the commerce of pharmaceuticals while
also protecting patients, it is also
recognized that manufacturers,
distributors, and retailers in legitimate drug trade now lack end-toend visibility over transactions
throughout the supply chain. The
reasons are many, ranging from the
“perceived value” of harboring
commercial data within one’s business domain to fear of being disintermediated from the chain if trading records were shared.
However, such lack of “information shorting,” as Guido
describes it, opens the door for all
kinds of vulnerabilities, including
gray market diversion, counterfeits, pilferage, poorly managed
recalls, drug shortages, returned
goods, fraud, and more generally,
suboptimal inventory management. Anytime there are “handoffs” or blind spots in a complex
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system, cracks are created for the
bad guys to squeeze into the legitimate supply chain and exploit
these weaknesses. However, in a
fully interoperable track and trace
system, the integrity of scanned
inventory would be easier to verify
at the point of sale. For example,
the serial codes of stolen cargo
would be flagged as such in the
interoperable database, and any
attempts to reintroduce those
goods into the legitimate supply
chain would be denied.
The DSCSA is creating the
opportunity for real-time sharing
of transactional information, and
financial data associated with
trade, to illuminate an otherwise
dark supply chain. Yet, until all
players participate in a fully
interoperable pharma supply chain
using unique serial numbers (that
can be duplicated) as the “new currency of trade,” the aforementioned
vulnerabilities will still exist.

Overcoming DSCSA
limitations: 3 Steps
First, the DSCSA should be
amended to require some form of
authentication on the drug itself.
There are many scientific solutions
to this issue of what is known as
“on-dose” authentication, such as
placing inert markers or markings
on or in solid oral dosage form
drug product, which constitute a
substantial portion of the drug
market. There are a number of
intriguing on-dose technologies
that can complement the serialization measures found on packaging,
such as covert taggants that can
identify drug product origin back
to the source of manufacture.
This kind of technology feature would then allow manufacturers to create a digital lock
between an identification code on
the package with the identification
code on the dosage form. When

these two codes match exactly, the
information on the package is
confirmed as authentic and accurate down to the pill itself.
Second, the law should add
“tracking” requirements to the
transaction history elements of the
current “tracing” rules of engage-

lators around the design of a fully
interoperable system. Rules regarding fees for sharing information
and disintermediation decisions
can be orchestrated to break the
seemingly archaic beliefs that information harboring is the source of
business success. Other industries,

Given the amount of investment pharma has
made attempting to comply with the legislation, it
would be a shame to stop short of a more fully
effective and true “track and trace” system
ment. In time, scans of genuine
serial numbers can drive the financial and inventory records of each
transaction and signal the legitimacy of the package. If the package has been compromised, perhaps by duplicating an active
serial code, that transaction
would be electronically suspended
until an investigation on-site is
conducted. Verifications of the ondose features in the field with
immediate feedback will allow for
confirming that the right drug is
in the right place, at the right
time—true “tracking”—rather
than merely providing information for an investigation after the
harm has already been done.
Given the amount of investment the pharmaceutical industry
has made to date attempting to
comply with the legislation, it
would be a shame to stop short of
a more fully effective and true
“track and trace” system. And
with the ability to track and flag
suspect packages on-the-spot with
on-dose identification measures,
the product inside could then be
immediately authenticated to help
inspectors react faster and mitigate the effects of the compromise.
Third, in the spirit of publicprivate collaboration, all trading
partners should coalesce with regu-

including online retailers of consumer goods, have demonstrated
the efficiency and cost-effectiveness
of sharing logistics information
among commercial partners.
With on-dose authentication
measures, true “track and trace”
capabilities, and full access to all
of the data throughout the supply
chain, pharma companies would
be able to better ensure the security of their supply chain and close
the current gaps in the DSCSA.

Any risk is bad risk
US legislators and regulators recognize the importance of safeguarding pharmaceuticals supply,
particularly when global trade
practices and international sourcing of goods have increased the
potential of substandard and fake
drugs being inserted into the
domestic distribution network.
Our society should adopt a “no tolerance” culture when it comes to
counterfeits. Most authorities agree
that the rate counterfeit drugs in
the US is in the single digits, but for
every 1% increase in this rate, it
means over 40 million times that
patients are ingesting fakes. That is
one prescription for every eight or
nine patients in the country every
year—an intolerable risk. Certainly
we can do much better.
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PE: What will the geographical focus be in the early stages of
the investigations?
SP: The program is a global one but there are regional
projects that have been launched (e.g., in Latin America).
Moreover, the Health Action Fund (HAF) is helping to support
several national initiatives led by TI chapters. The HAF will
allow disbursal of grants to TI national chapters from anywhere
in the network to fund activities, in whole or in part, that are
contributing towards TI’s goals.
PE: Is the global shift to further transparency and — e.g., the
US “Sunshine” Act — likely to make TI’s work easier?
SP: Arguably, this can provide a benchmark to measure
performance against, but compliance is box-ticking and thus it
is essential to ensure that implementation really happens.
Large parts of the world are not covered by compliance
legislation and, therefore, face a higher risk of corruption
vulnerabilities. Our research has shown that industry works
on a self-regulation model, and is quite closed with regards to
compliance in, for example, Africa, China, India. These are large
markets and corruption here hurts the vulnerable the most.
PE: How does TI plan to work with the industry on finding and
combatting corruption?

SP: We have been successful in developing a very good
relationship with many industry players and we hope to
continue doing so. Asking industry to see the need to combat
corruption as going hand-in-hand with their other corporate
social responsibility initiatives. It is in their interests to
strengthen health systems to make sure the right treatment
reaches the right patient at the right price. It’s a chance for
the industry to repair its reputational damage and build trust
within the patient community again.
In 2016, the program plans to start work on a global
Companies Index for the pharmaceuticals and healthcare
sector. There is a growing body of indices that seek to
evaluate company good governance and drive improvement
within a sector or on an issue.
TI produces a number of indices that focus on the private
sector, such as the Defence Companies Anti-Corruption
Index. These indices involve the assessment of a range
of major international companies using well-developed
methodologies. TI aims to persuade local, international, and
global companies working within the health sector to provide
medicines, equipment, and services in a transparent and
accountable way so to improve health outcomes.
— Julian Upton
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Unauthorized diversion and falsification of drug products creates safety risks in the supply chain and attack
profitability. On-dose technologies provide brand owners with a much better tool to monitor and prevent
diverted or falsified drugs in the supply chain. Recently, developments in on-dose authentication applications
allow a solid oral dose form (SODF) drug product to be scanned at any point in the supply chain and let the
user know its product origin, authenticity, place of manufacture, and even lot number of the pill, without
relying on the packaging, which is often suspect and easily falsified.
The benefits of integrating security and product intelligence at the pill level include:
■ Decreasing supply chain infiltrations with fake goods and

safeguarding product quality at the pill level
■ Protecting channel integrity with visibility into multiple levels
of distribution all the way to the therapy itself
■ Quickly responding to recall incidents to contain liability and
exposure
■ Gaining valuable distribution and commercial insights from
the supply chain
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Presenters:
KENT MANSFIELD
President
TruTag Technologies, Inc.
RON GUIDO
Former VP, Global Brand
Protection & Supply
Chain Integrity
Johnson & Johnson

■ Identify the value of an on-dose authentication solution and

its impact on deterring diversion, quality incidents and drug
falsification.
■ Understand how this technology increases visibility and
control within the supply chain and benefits stakeholders.
■ Learn the characteristics of TruTag’s on-dose solution.
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